Modern Studies in Management & Organization

Volume 1, Issue 4 - Winter 2025 - Pages 75-92

Homepage: https://www.jmsmo.ir

The Effect of Institutional Theory Dimensions on Information
Security Management Based on ISO 27001 (Study of:
Shahrekord Medical Sciences Teaching Hospitals)

Roh Allah Kargar Boldaji !

, Mohammad Javad Salehpour *

1. Department of management, Deh.C, Islamic Azad University, Isfahan, Iran.
2. Department of management, Deh.C, Islamic Azad University, Isfahan, Iran.

OPEN ACCESS

Article type: Research Article
*Correspondence: Mohammad Javad
Salehpour

mjsalehpour@gmail.com

Received: October 20, 2024
Accepted: February 26, 2025
Published: Winter 2025

Citation:  Kargar Boldaji, R. A,
Salehpour, M. J. (2025). The Effect of
Institutional Theory Dimensions on
Information Security Management
Based on ISO 27001 (Study of:
Shahrekord Medical Sciences
Teaching Hospitals). Modern Studies
in Management & Organization, 1(2),

75-92.

Publisher’s Note: JMSMO stays
neutral with regard to jurisdictional
claims in published material and

institutional affiliations.

©®

Copyright: Authors retain the copyright
and full publishing rights.

Published by Research Center of
Resource Management Studies and
Knowledge-Based Business. This article
is an open access article licensed under
the Creative Commons Attribution 4.0

International (CC BY 4.0

Abstract: The present study aimed to investigate the effect of institutional
theory dimensions on information security management based on ISO 27001 in
Shahrekord Medical Sciences Teaching Hospitals, which was conducted using
a descriptive-correlation method. The study's statistical population included
Shahrekord hospitals, which consisted of 10 hospitals and 3 clinics, of which
hospital information technology experts were surveyed using a census method.
After distributing 48 questionnaires, 45 completed questionnaires were finally
obtained, and the questionnaire data were analyzed. The research variables
were measured using the standard questionnaire of Cavusoglu et al. (2015) and
the Security Management System Quality Assessment Questionnaire using ISO
27001. The variables in the questionnaire were measured on a five-point Likert
scale. Data analysis was performed at two levels: descriptive statistics using
SPSS software and inferential statistics using partial least squares using
SmartPLS software. The results of the findings from the analysis of research data
showed that the two components of imitative and normative pressure with
coefficients of 0.25 and 0.32 had a positive and significant effect on information
security management and were able to explain and predict 62% of the changes
in information security management in teaching hospitals of Shahrekord
University of Medical Sciences.
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Extended Abstract

Introduction

Today, information plays a role similar to that of an organization's
capital, and protecting its information is one of the most important
pillars of its survival. The information security management system
defines information protection in three specific concepts: information
confidentiality, information integrity, and information availability.
Many failures in implementing information security management stem
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from organizational issues and a lack of attention to the organization's readiness before
implementation. In 2005, one of the most comprehensive information security management
system standards was developed, ISO 2005: 27001. The purpose of developing this national
standard was to specify the requirements for establishing, implementing, operating, monitoring,
reviewing, maintaining, improving, and promoting a documented information security
management system, taking into account the concept of the organization's macro-business risks.
One of the features of this standard is the existence of 113 security controls in the form of 35
control objectives and 14 areas including the organization's security policy, asset management,
human resource security, physical and environmental security, operational security,
communication security, access control, encryption, supplier relations, acquisition, development
and maintenance of information systems, information security incident management, business
continuity management and compliance, which cover various managerial, operational and
technical aspects in an organization. According to another feature (security management approach
based on institutional historical theory), there should be a balance between information protection
and authorized access. The important point is that information security should be managed at all
organizational levels (strategic, tactical, and operational) and the necessary controls should be
implemented (Parks et al., 2011).

Theoretical framework

Institutional theory is one of the most valid theories to explain the relationship between an
organization and its environment, which has gained great credibility among researchers since the
early 1980s. The main issue in institutional theory is the "conformity of organizations" in the face
of institutional pressures, which results in gaining legitimacy for the organization, and information
security means protecting information and information systems from unauthorized activities.
These activities include access, use, disclosure, reading, copying or recording, destruction,
modification, and manipulation. The main objectives of an information security policy can be
divided into three parts: confidentiality (ensuring that information is only in the hands of
authorized individuals), integrity (protecting information from change, distortion, and
destruction), and availability (ensuring that information and information systems are available and
usable when needed) (Singh et al., 2014).

Imitation pressure causes organizations to imitate actions taken by others, such as competitors,
without careful consideration. Organizations often closely monitor the successful actions and
methods used by others in their industry. As a result, these successes are used by others as a basis
for imitation (Kahooei & Abbasi, 2015). Coercive pressure refers to the fact that organizations are
subject to pressures exerted by other organizations and cultural expectations. For example,
regulatory authorities may, in some cases, exert direct pressure on an organization by mandating
certain organizational practices. Even without directly attempting to influence a company, specific
strategic actions taken by influential organizations in an industry may increase indirect pressure
on other organizations in that industry (Tseng, 2008). Homogeneity among organizations over
time is partly attributed to organizations’ compliance with normative pressure. Firms are likely to
adjust their behavior based on their beliefs about what is considered appropriate among social
groups and, as a result, adopt methods and techniques that reflect the current standards of those
groups. Normative pressure can come from a variety of sources, such as business partners and
professional associations. Because firms within a value chain generally pursue common goals, a
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firm is subject to normative pressure from other members of the value chain. (Siponen & Vance,
2014).

Methodology

The present study is applied in terms of its purpose, as it seeks to investigate a real problem and
provide specialized knowledge, and its results and findings can be used by managers in developing
relevant information security controls. In terms of data collection method, it is descriptive and
correlational, which is in line with the objectives and hypotheses of this study. Therefore, the
present study is applied in terms of purpose because it examines the impact of institutional theory
dimensions on information security control resources, and in terms of data collection and analysis
method, this study is descriptive and correlational. Also, in terms of time, this study is cross-
sectional. The statistical population of this study is all clinics and teaching hospitals of Shahrekord
University of Medical Sciences, 10 hospitals and 3 clinics, and the level of analysis is the
organization. The analysis of the results of this study was conducted using SPSS and Smart PLS
statistical software at two levels of descriptive and inferential statistics. In the descriptive statistics
section, statistical characteristics such as frequency, percentage, mean, and standard deviation
were used, and in the inferential statistics section, structural equations (partial least squares
method) were used.

Discussion and Results

In this study, the effect of institutional theory dimensions on information security management in
teaching hospitals of Shahrekord University of Medical Sciences was determined. Accordingly,
an attempt was made to initially identify the components related to each variable based on
theoretical literature and research background, and then the research model resulting from the
effect of institutional theory dimensions on information security management was drawn. The
statistical population of the study included all teaching clinics and hospitals of Shahrekord
University of Medical Sciences, 10 hospitals, and 3 clinics. Questionnaires were distributed among
all employees of the information technology units of hospitals and teaching clinics of Shahrekord
University of Medical Sciences, and finally, 45 questionnaires were collected. The average scores
of each hospital and clinic were calculated and used as final data for analysis. The questionnaires
were prepared and localized through a standard questionnaire. To measure the dimensions of
institutional theory, the questionnaire of Kavsgulu et al. (2015) was used, and to measure
information security management, the [ISO 27001 questionnaire was used. The face validity of the
questionnaires was confirmed by the supervisor, and the content validity was confirmed by the
professors of the management group and a number of members of the statistical sample. After that,
the construct validity was confirmed using convergent and divergent validity indices, and the
reliability of the questionnaire was confirmed by composite reliability indices and Cronbach's
alpha and factor loadings.

The variables in the questionnaire were measured on a five-point Likert scale. Data analysis was
performed at two levels of descriptive statistics and inferential statistics through internal and
external models using Smart PLS software. The results of the findings from the analysis of the
research hypotheses showed that the two dimensions of coercive and normative pressure have the
ability to predict 62% of security management in teaching hospitals of Shahrekord University of
Medical Sciences.
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Conclusion

In today's interconnected e-business environment, concerns about security are growing.
The use of information technology carries special risks for information systems, especially
vital and important resources, due to its nature. For this reason, today, many organizations
are seeking to create security systems to prevent their information from leaking out in
order to protect their entire collection. Information system security is like a chain whose
strengths are affected by weaknesses. Shahrekord University of Medical Sciences, as a
government organization, maintains a large volume of information in the systems
available in the organization, which requires high protection as it is related to personal,
educational, and professional information of individuals. We must ensure that all risks are
formally identified, ranked, monitored, and their occurrence is prevented or their impact
is reduced. In the present study, an attempt was made to evaluate the status of information
security management in each dimension in the information technology departments of
Shahrekord University of Medical Sciences using the ISO/27001 standard. In order to
analyze the secondary question, considering the use of the census method, the average
method was used. Since the average of all dimensions exceeded 3, it can be concluded
that the status of information security management in the educational medical centers of
Shahrekord University of Medical Sciences is in a favorable state, according to the
information technology experts of these centers.
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